Category 9: Infrastructure Services

The University may require IT staffing for the followinginfrastructureservices whichincludes, cloud servicedesign
andinstallation;data center design andinstallation;and/or storageinfrastructuredesign andinstallation.

Followingis a listofthe positiontitles and descriptions applicableto this category:

Cloud Services Specialist: Deploy and operate largescalecloud infrastructureand application services.
Monitor all servers,load balancers,and firewalls using suite of monitoringtools.Support backup strategy with
existingdatabaseandcritical filesystem. Ensure high availability and performance. Requires Bachelor’s degree and
2 years of hands-on experience as a system engineer in a high-availability 24/7/365 infrastructure; extensive
system administration experience; networking, firewall/security, and business continuity experience.

Computer System Security Services: Ensurethe university’s information assets are protected from
intentional or inadvertent modification, disclosure, or destruction. Provide tactical and strategic security adviceto
policy makers and security practitioners. Collaborate with committees, governance bodies, and individualsto
develop and implement security, information,and privacy policies. Implement safeguards to mitigate information
security risks, investigatesecurity breaches, and develop responses to risks and breaches. Requires a Bachelor’s
degree in computer science, information systems management, public policy, or related field; MS/MA and CISSP
certification highly desirable. Requires leadership skills and fiveyears of IT experience, including high-level service
management or IT planning/policy development.

Database Administrator:Providekey initiative program databasedeliverables. Participatein the design,
implementation, and maintenance of databasesolutions within an enterpriseshared databaseenvironment across
multipletechnologies. Requires a Bachelor’s degree; Oracledatabaseadministration/development experience
(some exposure to MS SQL is highly desirable);and application database performancetuning skills.

Deployment Specialist: Responsiblefor ITService management, including deployment of IT infrastructureand
applicationsinto production; subject matter expert (SME) for Change and Release Management; manage
troubleshooting of unplanned system outages; promote understanding of and adherence to change procedures;
understand overall infrastructureand technologies being changed. Requires a Bachelor’s degree; three years of
professional ITexperience; big-pictureunderstanding. ITILFoundation certification preferred.

Help Desk Support Analyst: As the first point of contact, respond to inquiries and requests for assistance
with computer systems and usage. Assistin problemresolution, with the aim of eliminatingrecurrences and
reducingrepeat calls. Coordinate with internal and external IT resources to resolve problems as necessary.
Requires at leasttwo years of professional work experience, preferablyin Help Desk or customer serviceroles.

Information Architect: Lead information architecture practice; drivedevelopment of models, strategies,
standards, and principals, transforming data into trusted, high-quality information that supports strategic business
decision support. Conceptualize, plan, design, and implement complete and integrated architectures that support
business needs, minimize redundancy, maximize capability,and ensureenterprise system sustainability. Requires a
Bachelor’s degree in computer scienceor engineering; ten years of technical expertiseininformation and data
modeling; and business analytics.

Integration Specialists: Analyze, design, and document solutions which meet clientrequirements and which
work within the established systemarchitectureand meet technical standards. Work with project teams to analyze
andreview technical specifications, document integration components, and design complex multi-system
integrations which provide complete business solutions. Requires a Bachelor’s degree; technical analysis
experience; and in-depth knowledge of business processes and implementation methodologies.
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IT Support Associate: Providefundamental supportfor application software, operating systems, and
equipment configurationsin the followingareas of support: Microcomputer, Help Desk, network, computer
operations and systems, customer education, policy/procedure development, and team or projectleadership.
Requires a minimum of 1 year IT work experience.

IT Technical Associate: Providetechnical expertise for implementation, maintenance, and optimization of
operating systems, software, hardware, databases, security protocols, and equipment. Conduct analysis, evaluate
user needs, develop documentation and presentations, and establish and monitor performance standards/metrics.
Requires college courseworkin IT or equivalentIT work experience.

Project Coordinator: Develop work plans, schedules, project estimates, resource plans,and maintainand
communicate status reports for high profileenterprise T projects. Provide business analysis supportand subject
matter and project management expertise. Requires a Bachelor’s degree in MIS, IT, or similardiscipline; Project
Management Professional (PMP) certification; expert-level experience with MS Project, MS Office,and CA Clarity
PPM; and five years of professional project management experience.

Project Manager:Providedirection for the technology development components of IT projects for the full
project lifecycle. Provideresource projections, budget management, formulate project delivery strategies,
establish milestones/schedules, reporton projectstatus, and monitor progress of all team members. Requires a
Bachelor’s degree, preferably inatechnology-related discipline, and three years of project life-cycle methodology
andtechnology project management experience.

Security Analyst: Focus on design, implementation, and administration of ITsecurity policies, technologies,
solutions,and processes to secure university applications, data, computers, and networks. Establishan ITsecurity
program and architecturewhich supportstrategic university business objectives; promote IT security awareness
and education programs throughout the university. Provide hands-onadministration of ITsecurity hardwareand
networking gear. Requires a Bachelor’s degree; atleast5 years of experience working ina Security Network
Engineering or Network Engineering role; knowledge of information security regulations;and broad knowledge of
IT trends. Industry security certificationis preferred.

SharePoint Administrator:Responsiblefor the architecture, configuration, deployment, support, and
maintenance of the Microsoft SharePointplatformand related applicationsand/or systems. Installand maintain
software infrastructureand other applications/systems, including upgrades and patches; monitor performance,
maintain systemsecurity,and actas SharePointsubject matter expert. Analyze and resolve problems related to
data, software, servers,and usage. Requires a Bachelor’s degree inIT or a related field and three years of
experience with MicrosoftSharePoint2010/2103 technical administration.

Storage Engineer: Configureand manage the storage area network (SAN) and storage infrastructure. Manage
capacity requirements based upon business needs and infrastructure growth capacity. Maintain backup
environment, and continuously monitor to detect operational problems and ensure amplestorage is available.
Providesite planningand management for the equipment environment. Requires a Bachelor’s degree in technical
or business field and three years of experience ina SAN storageenvironment.

Systems Administrator: Ensureoperatingreliability and efficiency of server hardwareand software for the
University’s administrative computer system in multiplesites 24/7/365.Installand configure new hardware and
software, apply operating system updates and configuration changes,and monitor and manage system resources
for operatingefficiency. Providetechnical assistance, and troubleshoot and diagnose problems with production
and development environments. Requires a Bachelor’s degree, atleast3years of IT work experience, and
expertise in multiplesystem environments.

Systems Programmer: Maintain, optimize, and provide technical supportfor enterprise-wide
applications/systems. Interact with vendors, and patch, upgrade, monitor, and maintain the University’s enterprise
applicationsto ensure faulttolerance and high availability. Requires a Bachelor’s degree in Computer Science or
related technical field and experience in a technical roleinIT.
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System Specialist: Providetechnical assistanceto computer users and provide insightinto how technology use
canbe improved. Apply expertise to develop user materials, recommend improvements to business processes, and
educate customers inthe strategic useof the administrativeinformation technology and applications portfolio.
Requires a Bachelor’s degree in computer scienceor related discipline, ITcustomer supportexperience, and
creative problem solving capabilities.

Technical Architect: Design and build custom elements of solutions and work with a team to deliver the
complete solution to the customer. Provide technical direction and guidance, thought leadership, development
oversight, and support successful projectdelivery. Requires a Bachelor’s degree in Computer Science or a related
technical field (Master’s preferred); understanding of inter-relationshipsand impacts of systems and applications
upon the enterprise-wide technical environments; experience architecting high traffic, high scalability, high
availability applications.
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